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6.0  PREPARING FOR CORRUPTION RISK ASSESSMENT AND MANAGEMENT 
 
The following factors are crucial for a successful CRA&M process:    
 
a) Top  
Top-level management commitment is key to e ec ve Corrup on Risk Assessment and 
Management in an en . The leadership, consis ng of the Chief Execu ve cer / Accoun ng 

cer and the Execu ve Management team, should facilitate and steer the process to ensure 
comprehensive and sustainable risk assessment and management. The leadership in an en ty 
should therefore be responsible for:- 

Ensuring that Corrup on Risk Management is captured in the ins tu onal wide plans 
including the strategic plans, annual work plans, and individual sta  targets; 
Assigning clear responsibili s for corrup on risk assessment and management.  The 
overall responsibility should be given to a senior execu ve; 
Alloc ng adequate resources to conduct a comprehensive corrup on risk assessment 
covering all the func onal areas ( epartments, units and sec ons), and to ensure that 
there is a con nuous risk iden c on and management process. This include appoin ng 
the right person(s), and alloc ng me and budgetary resources for the ac vity;  
Set ng control objec ves as a precursor to the corrup on risk assessment and 
management process by recognising how the en ty’s range of objec ves might be 
a ected by corrup on risk;  

eciding the corrup on risk approach of zero tolerance to corrup on;   
Providing oversight of the corrup on risk assessment and management process. This 
requires appropriate levels of understanding of the corrup on risks; 
Ensuring regular s on of sta  and other stakeholders on the various an -
corrup on laws, the manifesta on and e ects of corrup on, and consequences for 
engaging in corrupt and unethical prac ces; 
Establishing mechanisms to encourage and protect whistle-blowers, informants and 
witnesses to report bribery, corrup on and unethical conduct. This will encourage 
repor ng without fear of vic m on; 
Ensuring that sta  sign Code of Conduct and Ethics, and that ac on is taken for non-
adherence of the same ; and  
Ensuring con nuous engagement with stakeholders and cr ng a safe environment and 
safeguards that enable such stakeholders voluntarily share inform on that is useful to 
curb corrup on in the en  
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b) Establishing the Scope of the Corr p on Risk Assess ent.  
 
The mo v on for engaging in a corrup on risk assessment and management process is an 
adop on of a strategy to involve the en re organiza on to conduct a corrup on risk assessment 
and devise a preven on plan. It is a proac ve way for en es to assess their vulnerabili s to 
prevent corrup on risks. The en  will decide if the process will be comprehensive for the en re 
organ on, or target-speci c oper onal area(s).  The areas to be targeted may be informed 
by the following:- 
 

i. Red gs – these are circumstances that suggest a strong corrup on risk that needs to be 
iden d and mi gated through adequate safeguards. Red gs are warning signs on 
corrup on vulnerability of the systems. This could refer to problems with policy, 
ins tu onal/administr ve arrangement, system, process, person, decision, and third 
party along the chain. This may include; increased customer complaints, unrealis c 
performance expecta ons, similarity in bids submi ed, incomplete or un mely bank 
reconcilia ons, unrestricted access to assets or sensi ve data, discrepancies in size, weight 
and colour of health supplies, existence of black market for school text books, ghost 
workers etc; 

ii. Media reports; 
iii. Complaints from both internal and external stakeholders; and 
iv. Internal and external audit reports. 

 
c) Ini a on of the Corr p on Risk Assess ent and Manage ent Process 
The Accoun ng cer/ Chief Execu ve cer appoints the Technical Team with represent on 
from cri cal func onal areas (Core and Support func ons) to provide the technical support to 
the en , to:-  

i. Conduct Corrup on Risk Assessment(s) and develop Risk Mi g on Plan(s); and  
ii. versee or coordinate implementa on of the Risk Mi g on Plan(s).  

The composi on of the team and its posi on in the hierarchy of the en depends on the size, 
mandate and oper onal structure of the en  and the cooper ve or adversarial nature of its 
r onship with stakeholders. 
 
d) The Role of the en es’ Personnel 
The Corrup on Risk Assessment and Management process will involve sta  from the en in 
the iden c on and management of their own vulnerabili  and the corrup on risks created.  
 
 

A PRACTICAL GUIDE FOR CORRUPTION RISK ASSESSMENT AND MANAGEMENT BY PUBLIC AND PRIVATE ENTITIES22

 
 



 
e) The Role of Co sion  
The Commission may provide technical support to assist and guide the working group or Team 
of an en  in undertaking a self-assessment. For purposes of this sec on, an en y that feels 
that they are inadequately prepared to undertake CRA&M on their own without technical 
support can make a request to the Commission through the Secretary/ Chief Execu ve cer. 
In addi on, the Commission will also ini ate an empowerment programme where it has 
established through the complaints received at the report centre, periodic reports submi ed to 
the Commission on the implement on of the risk mi g on strategies, media reports or other 
avenues that the Corrup on Preven on Framework in place at the en  is not e ec ve. 
 
The Commission will endeavour to acquire a strong understanding of the sector and environment 
in which the en operates in order to empower en es on how to iden fy corrup on risk 
exposures.   
 
f) E powering the Working Gro p   
The en s leadership shall state clearly the importance of the process, the background that led 
to the launch of the assessment, and that it has the full support of the management.  
The working group members should be empowered to perform their func ons by iden fying 
corrup on risks and providing mi g on strategies. 
 

g) Crea ng Feedback Mechanis   
The corrup on risk assessment and management process requires con nuous feedback through 
regular communica on and consulta on with relevant stakeholders. This can help build support 
for the ac ons contained in the mi g on plan, and the stakeholders can bring their own 
experience and insight to the table, providing addi onal inform on on corrup on risks and what 
can be done to mi gate them.   
 
To facilitate meaningful engagement and encourage communic on, the en es will be required 
to implement secure, anonymous feedback channels to enable stakeholders report concerns or 
sugges ons without fear of reprisal.  
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7.0  STEPS FOR CORRUPTION RISK ASSESSMENT AND MANAGEMENT  
 
The following are the steps for undertaking Corrup on Risk Assessment and Management  

1. Evalu ng the oper ng environment; 
2. Iden fying the target func onal area(s) in the en ; 
3. Mapping out the various sub func ons/processes of the iden d target areas; 
4. Iden fying exis ng systemic weaknesses, loopholes and opportuni es for corrup on; 
5. Iden fying Poten l bribery and Corrup on Malprac ces; 
6. Analysing corrup on risks; 
7. Evalu ng corrup on risks; 
8. Iden fying strategies and ac vi es to mi gate the corrup on risks; 
9. Preparing the Corrup on Risk Mi g on Plan; 
10.  Approving and adop ng the Corrup on Risk Mi g on Plan;  
11. Implementing the Corrup on Risk Mi g on Plan; 
12. Monitoring, Evalu ng and Repor ng on the implement on of the risk mi g on plan. 

 
Step 1 – Eval a ng the Opera ng Environ ent 
Evalu ng the oper ng environment involves understanding the en s legal and 
administr ve framework and func onal areas (polices, laws, structure, strategic plans, size, 
geographical cover, programs, loc on, processes, and complexity among others). 

This is a process of establishing the context, which includes:- 
i. Understanding the context of an en s -vision, mission, regulatory framework, 

strategies, core ac vi es, leadership commitment, ethical culture, etc;  
ii. Understanding the expecta on of the top management;  

iii. Iden fying External and Internal corrup on risk factors;   
iv. Establishing Corrup on Risk Assessment and Management Context; and 
v. Iden c on of stakeholders to be involved in the corrup on risk assessment. 

 
It is important for the CRA&M team to understand the en  to facilitate e ec ve design of the 
risk assessment approach. 
 
Step 2 – Iden fying the target f c nal area(s) in the en ty  
Iden fy the major func onal areas in the organ on - such as the Core mandate; Governance 
and per ng Environment; Core func ons; Ins tu onal support func ons such as Financial 
Management, Supply Chain Management and Human Resource Management; and ins tu onal 
oversight mechanisms by regulatory bodies, audits, and Monitoring & Evalu on among others. 
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This may be guided by the organ on structure as re cted in the organogram for the en
and or the scoping criteria highlighted in sec on 6.0 (b) 
 
Step 3  Mapping o t the target f c onal area(s) in the en ty  
This involves iden fying the key process areas/ sub func ons within each func onal area. Sub 
func ons/processes in the following sample func onal areas may include; 

1) Human Resource Management – human resource planning, recruitment, promo on, 
training and development, and disciplinary processes; 

2) Financial Management – budg ng, revenue collec on, expenditure, accoun ng and 
assets management; and 

3) Licensing – applic on, evalu on and issuance of license. 

Step 4  Iden fying syste ic weaknesses /and opport i es for corr p n 
This involves analysing the exis ng policies, structures, procedures, processes and work prac ces 
to iden fy systemic vulnerabili  that may be exploited to perpetuate corrupt prac ces. These 
weaknesses may include; complex oper onal guidelines, inadequate capacity, uncontrolled 
discr onary powers, limited supervision, bureaucr c processes, inadequate accountability 
mechanisms and lack of access to informa on. 
 
The approaches in systemic risk iden c on include:  

i. Formal and informal interviews with both internal and external stakeholders; 
ii. Focus group discussions;  

iii. bserv on of processes and procedures r ng to service delivery; 
iv. Conduc ng walk-through tests; 
v. Analyzing customer feedback reports; 

vi. Conduc ng Spot checks on oper ons;  
vii. Conduc ng surveys of the members of the public – including customers, 

service seekers and members of the community in which the en  operates. 
This will include use of online digital data collec on tools to collect the 
inform on ; and  

viii. Reviewing Secondary sources of inform on such as policy documents; 
oper onal circulars and manuals; Internal and external audit reports; Reports 
of other oversight agencies and agencies that champion good governance 
(such as TI); and other relevant oper onal documents. 
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Step 5 – Iden fying Poten al bribery and Corr p on Malprac ces 

Iden c on of poten l bribery and corrup on malprac ces involves gener ng a 
comprehensive list of systemic risks in each of the iden  areas.  It seeks to address 
the following: 

i. What could go wrong? 
ii. Why could it go wrong? 

iii. How could it happen? 
iv. What are the consequences if it went wrong? 

See sample risk iden c on process for selected areas in appendix i  

 
Step 6  Analysing Corr p n Risks 
           For each iden d corrup on risk: 

a) Examine the e ec veness and adequacy of exis ng controls if any (exis ng 
controls on risks) ;  

b) Assess likelihood and impact (consequences: - Poten  losses / harm to the 
organ on); and 

c)  Assess me related factors and vola lity (possibility of risk changing). 

Step 7 –  
1) Evaluate the risks using either or both qualit ve and quan ta ve tools. Iden fy 

the signi cance of each of the risks, assess the possibility of these risks occurring 
and undertake a r ng by considering factors such as:- 

i. The amounts of money which may be lost; 
ii. Non-monetary risks such as me, inform on and threat to public       

     Safety; 
iii. Previous history of corrup on; 
iv. The exis ng internal controls; 
v. Public a ude; and 

vi. Legal liabili s. 
 

2) Based on the evalu on, rank the risks in order of severity and likelihood of 
occurrence (High – medium – low). The Impact can be es mated in terms of 

nancial loss or reputa onal loss in the case of a corrup on scandal.  
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Assess the likelihood and magnitude (impact) of the risks using a risk-ranking matrix as illustrated 
below.  

Table 1 : Risk Ranking Matrix 

   
I

pa
ct

 

High (3) 3 6 9 

Moderate (2) 2 4 6 

 
Low-(1) 

1 2 3 

 Low-(1) Moderate 
(2) 

High (3) 

  
Likelihood / Probability  

 
 Table 2:  
 

Sit a on Score  Colo   Exa ple 

High  Red Suit, loss of public funds, reputa onal 
damage 

Moderate  A ber isciplinary ac on, Penalty 

Low  Green Popular complaint that may lead to
   

 
 
Step 8: Mi ga on Strategies and Ac vi es   
 

1) For each iden  corrup on risk, review exis ng controls and determine the need 
for new or addi onal internal or external control mechanisms. (see Appendix ii) 

2) Prescribe / propose risk mi g on measures (strategies) and ac vi es for each of the 
iden  corrup on risk. In selec ng the best response to the iden d risks, 
consider the following: 

i. ve e ec veness and   costs of di erent op ons for managing speci c risk 
areas. 

ii. In some instances, you may only need administr ve ac on. 
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iii. In others, you may need to design new rules, regula ons, and guidelines. 
iv. Responses should be simple and understandable   

Step 9– Preparing Corr p on Risk Assess ent and Mi a n Plan   
 

1) Prepare the Corrup on Risk Assessment and Mi g on Plan (CRAMP) to include 
responsibility, resources / budget and melines.  For details of the plan see appendix 
iii. a & iii b 

2) The plan should be explicitly linked to other organ onal plans such as the 
corporate/strategic plan, Budget, work plans, internal audit plan and other 
management plans.  

Step 10  Approving and adop ng the Corr p n Assess ent and Risk Mi a n Plan 

1) The Corrup on Risk Assessment and Mi g on Plan should be approved and adopted 
by the en ; and 

2) A r the adop on, CRAMP should be publicized internally and externally for 
ownership and acceptability.  

Step 11:  I ple en ng the Corr p on Risk Assess ent and Mi ga on Plan  
The management should embark on implementa on of the approved CRAMP. The responsible 
departments to submit regular reports to the Corrup on Preven on Commi ee on the progress 
made in the implementa on of the measures (strategies) in the CRAMP.   
 
8.0 MONITORING, EVALUATION AND REPORTING 

and undertake appropriate adjustments as required. This will entail development and 
-

CRAMP.

-
-

M&E reports should be presented to the Board / management to provide independent 

1)

2)

3)
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2)
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Planning

Corruption Risk Management Process (illustrated)
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Appendix ii. Exa ples of control echanis s in an en ty  
 

Factors that co prise an organiza on’s internal control environ ent  

1. Personal and professional integrity of personnel, including support for internal controls  
2. Commitment to competence  
3. Management’s philosophy and style (tone at the top)  
4. rganiza onal structure  
5. rganiza onal culture. 
6. Human resource policies and procedures 
 
Assessing how external factors a ect an organiza on’s corr p on i ga on plan  
• What are the laws governing the organiza on’s opera ons and what powers do they grant to the 

organiza on? 
 •  Which government bodies oversee the organiza on? The parliament, County Assembly, ce of the 

Auditor General, the courts?  
•  How do these bodies react to reports of corrup on?  
•  Who inves gates corrup on allega ons? An internal inspector, the police or an an - corrup on body?  
•  Who are the organiza on’s stakeholders? 
•  Are the stakeholder’s interests aligned with those of the organiza on?  
•  Which civil society groups monitor its behaviour?  
•  How much media coverage does the organiza on receive?  
•  To what extent are formal rules and ins tu ons adhered to? 
 • o informal ins tu ons in uence the organiza on’s opera ons or the behaviour of  
 its stakeholders? 
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