











2. Entities are also encouraged to benchmark with institution of similar size, and the scale

and nature of operations as they developed their own Corruption Risk Assessment and

Mitigation Plans.

b) The Ethics and Anti-Corruption Commission
The Commission will be responsible for:
i.  Provision of technical guidance through strategies such as capacity building, and
development of guidelines on corruption prevention; and
ii.  Monitoring implementation of the corruption prevention strategies by the entities
through:-
e Monitoring of the implementation of corruption prevention advisories by the
entities. The Commission will provide guidelines on the monitoring framework;
e Continuous risk monitoring of strategic programmes and projects implemented by
MDACs; and
e Conducting Systems Reviews to identify corruption loopholes at national, sectoral,
institutional and functional levels.

c) Stakeholders
Stakeholders shall be engaged to provide information necessary to facilitate corruption risk
assessment and management.
The stakeholders can be categorised as follows:-

e Internal Stakeholders - are individuals or groups within the entity who are directly
involved in or impacted by the corruption risk management activities;

e External Stakeholders - are individuals or organizations outside of the
organization but who have a stake (interest) in the organization’s anti-corruption
efforts. They can include government agencies, regulatory bodies, investors,
customers, suppliers and the public; and

e Public Stakeholders - The public can also be seen as an important external
stakeholder group, especially in public sector corruption risk management.
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6.0 PREPARING FOR CORRUPTION RISK ASSESSMENT AND MANAGEMENT
The following factors are crucial for a successful CRA&M process:

a) Top-Level Commitment and Oversight

Top-level management commitment is key to effective Corruption Risk Assessment and
Management in an entity. The leadership, consisting of the Chief Executive Officer / Accounting
Officer and the Executive Management team, should facilitate and steer the process to ensure
comprehensive and sustainable risk assessment and management. The leadership in an entity
should therefore be responsible for:-

e Ensuring that Corruption Risk Management is captured in the institutional wide plans
including the strategic plans, annual work plans, and individual staff targets;

e Assigning clear responsibilities for corruption risk assessment and management. The
overall responsibility should be given to a senior executive;

e Allocating adequate resources to conduct a comprehensive corruption risk assessment
covering all the functional areas (Departments, units and sections), and to ensure that
there is a continuous risk identification and management process. This include appointing
the right person(s), and allocating time and budgetary resources for the activity;

e Setting control objectives as a precursor to the corruption risk assessment and
management process by recognising how the entity’s range of objectives might be
affected by corruption risk;

e Deciding the corruption risk approach of zero tolerance to corruption;

e Providing oversight of the corruption risk assessment and management process. This
requires appropriate levels of understanding of the corruption risks;

e Ensuring regular sensitization of staff and other stakeholders on the various anti-
corruption laws, the manifestation and effects of corruption, and consequences for
engaging in corrupt and unethical practices;

e Establishing mechanisms to encourage and protect whistle-blowers, informants and
witnesses to report bribery, corruption and unethical conduct. This will encourage
reporting without fear of victimization;

e Ensuring that staff sign Code of Conduct and Ethics, and that action is taken for non-
adherence of the same ; and

e Ensuring continuous engagement with stakeholders and creating a safe environment and
safeguards that enable such stakeholders voluntarily share information that is useful to
curb corruption in the entity.
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b) Establishing the Scope of the Corruption Risk Assessment.

The motivation for engaging in a corruption risk assessment and management process is an
adoption of a strategy to involve the entire organization to conduct a corruption risk assessment
and devise a prevention plan. It is a proactive way for entities to assess their vulnerabilities to
prevent corruption risks. The entity will decide if the process will be comprehensive for the entire
organization, or target-specific operational area(s). The areas to be targeted may be informed
by the following:-

i.  Red flags —these are circumstances that suggest a strong corruption risk that needs to be
identified and mitigated through adequate safeguards. Red flags are warning signs on
corruption vulnerability of the systems. This could refer to problems with policy,
institutional/administrative arrangement, system, process, person, decision, and third
party along the chain. This may include; increased customer complaints, unrealistic
performance expectations, similarity in bids submitted, incomplete or untimely bank
reconciliations, unrestricted access to assets or sensitive data, discrepancies in size, weight
and colour of health supplies, existence of black market for school text books, ghost
workers etc;

ii.  Mediareports;

iii.  Complaints from both internal and external stakeholders; and

iv.  Internal and external audit reports.

) Initiation of the Corruption Risk Assessment and Management Process
The Accounting Officer/ Chief Executive Officer appoints the Technical Team with representation
from critical functional areas (Core and Support functions) to provide the technical support to
the entity, to:-

i.  Conduct Corruption Risk Assessment(s) and develop Risk Mitigation Plan(s); and

ii.  Oversee or coordinate implementation of the Risk Mitigation Plan(s).
The composition of the team and its position in the hierarchy of the entity depends on the size,
mandate and operational structure of the entity and the cooperative or adversarial nature of its
relationship with stakeholders.

d) The Role of the entities’ Personnel

The Corruption Risk Assessment and Management process will involve staff from the entity in
the identification and management of their own vulnerabilities and the corruption risks created.
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e) The Role of Commission

The Commission may provide technical support to assist and guide the working group or Team
of an entity in undertaking a self-assessment. For purposes of this section, an entity that feels
that they are inadequately prepared to undertake CRA&M on their own without technical
support can make a request to the Commission through the Secretary/ Chief Executive Officer.
In addition, the Commission will also initiate an empowerment programme where it has
established through the complaints received at the report centre, periodic reports submitted to
the Commission on the implementation of the risk mitigation strategies, media reports or other
avenues that the Corruption Prevention Framework in place at the entity is not effective.

The Commission will endeavour to acquire a strong understanding of the sector and environment
in which the entity operates in order to empower entities on how to identify corruption risk
exposures.

f) Empowering the Working Group

The entity’s leadership shall state clearly the importance of the process, the background that led
to the launch of the assessment, and that it has the full support of the management.

The working group members should be empowered to perform their functions by identifying
corruption risks and providing mitigation strategies.

g) Creating Feedback Mechanisms

The corruption risk assessment and management process requires continuous feedback through
regular communication and consultation with relevant stakeholders. This can help build support
for the actions contained in the mitigation plan, and the stakeholders can bring their own
experience and insight to the table, providing additional information on corruption risks and what
can be done to mitigate them.

To facilitate meaningful engagement and encourage communication, the entities will be required

to implement secure, anonymous feedback channels to enable stakeholders report concerns or
suggestions without fear of reprisal.
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7.0 STEPS FOR CORRUPTION RISK ASSESSMENT AND MANAGEMENT

The following are the steps for undertaking Corruption Risk Assessment and Management
1. Evaluating the operating environment;
Identifying the target functional area(s) in the entity;
Mapping out the various sub functions/processes of the identified target areas;
Identifying existing systemic weaknesses, loopholes and opportunities for corruption;
Identifying Potential bribery and Corruption Malpractices;
Analysing corruption risks;
Evaluating corruption risks;
Identifying strategies and activities to mitigate the corruption risks;

© 0N U A WN

Preparing the Corruption Risk Mitigation Plan;

10. Approving and adopting the Corruption Risk Mitigation Plan;

11. Implementing the Corruption Risk Mitigation Plan;

12. Monitoring, Evaluating and Reporting on the implementation of the risk mitigation plan.

Step 1 — Evaluating the Operating Environment

Evaluating the operating environment involves understanding the entity’s legal and
administrative framework and functional areas (polices, laws, structure, strategic plans, size,
geographical cover, programs, location, processes, and complexity among others).

This is a process of establishing the context, which includes:-
i. Understanding the context of an entity’s -vision, mission, regulatory framework,
strategies, core activities, leadership commitment, ethical culture, etc;
ii.  Understanding the expectation of the top management;
iii.  ldentifying External and Internal corruption risk factors;
iv.  Establishing Corruption Risk Assessment and Management Context; and
v. ldentification of stakeholders to be involved in the corruption risk assessment.

It is important for the CRA&M team to understand the entity to facilitate effective design of the
risk assessment approach.

Step 2 — Identifying the target functional area(s) in the entity

Identify the major functional areas in the organization - such as the Core mandate; Governance
and Operating Environment; Core functions; Institutional support functions such as Financial
Management, Supply Chain Management and Human Resource Management; and institutional
oversight mechanisms by regulatory bodies, audits, and Monitoring & Evaluation among others.
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This may be guided by the organization structure as reflected in the organogram for the entity

and or the scoping criteria highlighted in section 6.0 (b)

Step 3 - Mapping out the target functional area(s) in the entity

This involves identifying the key process areas/ sub functions within each functional area. Sub

functions/processes in the following sample functional areas may include;

1) Human Resource Management — human resource planning, recruitment, promotion,

training and development, and disciplinary processes;

2) Financial Management — budgeting, revenue collection, expenditure, accounting and

assets management; and

3) Licensing — application, evaluation and issuance of license.

Step 4 - Identifying systemic weaknesses /and opportunities for corruption

This involves analysing the existing policies, structures, procedures, processes and work practices

to identify systemic vulnerabilities that may be exploited to perpetuate corrupt practices. These

weaknesses may include; complex operational guidelines, inadequate capacity, uncontrolled

discretionary powers, limited supervision, bureaucratic processes, inadequate accountability

mechanisms and lack of access to information.

The approaches in systemic risk identification include:

i
ii.
iii.
iv.
V.
vi.
vii.

viii.

Formal and informal interviews with both internal and external stakeholders;
Focus group discussions;

Observation of processes and procedures relating to service delivery;
Conducting walk-through tests;

Analyzing customer feedback reports;

Conducting Spot checks on operations;

Conducting surveys of the members of the public — including customers,
service seekers and members of the community in which the entity operates.
This will include use of online digital data collection tools to collect the
information ; and

Reviewing Secondary sources of information such as policy documents;
operational circulars and manuals; Internal and external audit reports; Reports
of other oversight agencies and agencies that champion good governance
(such as Tl); and other relevant operational documents.
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Step 5 — Identifying Potential bribery and Corruption Malpractices
Identification of potential bribery and corruption malpractices involves generating a

comprehensive list of systemic risks in each of the identified areas. It seeks to address
the following:

i.  What could go wrong?
ii.  Why could it go wrong?
iii.  How could it happen?
iv.  What are the consequences if it went wrong?

See sample risk identification process for selected areas in appendix i

Step 6 - Analysing Corruption Risks
For each identified corruption risk:

a) Examine the effectiveness and adequacy of existing controls if any (existing
controls on risks) ;

b) Assess likelihood and impact (consequences: - Potential losses / harm to the
organization); and

c) Assess time related factors and volatility (possibility of risk changing).

Step 7 — Evaluating Corruption Risks
1) Evaluate the risks using either or both qualitative and quantitative tools. Identify
the significance of each of the risks, assess the possibility of these risks occurring
and undertake a rating by considering factors such as:-
i.  The amounts of money which may be lost;
ii.  Non-monetary risks such as time, information and threat to public
Safety;
iii.  Previous history of corruption;
iv.  The existing internal controls;
v.  Public attitude; and
vi.  Legal liabilities.

2) Based on the evaluation, rank the risks in order of severity and likelihood of

occurrence (High — medium — low). The Impact can be estimated in terms of
financial loss or reputational loss in the case of a corruption scandal.
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Assess the likelihood and magnitude (impact) of the risks using a risk-ranking matrix as illustrated

below.

Table 1 : Risk Ranking Matrix

Impact

High (3)

Moderate (2)

Low-(1)

Moderate

(2)

Likelihood / Probability

Table 2: Evaluation and Ranking of Corruption Risk

Situation Score Colour Example

High >6; <9 Red Suit, loss of public funds, reputational
damage

Moderate >3;<6 Amber Disciplinary action, Penalty

Low >1;<3 Green Popular complaint that may lead to
administrative action

Step 8: Mitigation Strategies and Activities

1) For each identified corruption risk, review existing controls and determine the need
for new or additional internal or external control mechanisms. (see Appendix ii)
2) Prescribe / propose risk mitigation measures (strategies) and activities for each of the
identified corruption risk. In selecting the best response to the identified risks,
consider the following:
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iii.  Inothers, you may need to design new rules, regulations, and guidelines.
iv.  Responses should be simple and understandable

Step 9- Preparing Corruption Risk Assessment and Mitigation Plan

1) Prepare the Corruption Risk Assessment and Mitigation Plan (CRAMP) to include
responsibility, resources / budget and timelines. For details of the plan see appendix
iii. a &iii b

2) The plan should be explicitly linked to other organizational plans such as the
corporate/strategic plan, Budget, work plans, internal audit plan and other
management plans.

Step 10 - Approving and adopting the Corruption Assessment and Risk Mitigation Plan

1) The Corruption Risk Assessment and Mitigation Plan should be approved and adopted
by the entity ; and

2) After the adoption, CRAMP should be publicized internally and externally for
ownership and acceptability.

Step 11: Implementing the Corruption Risk Assessment and Mitigation Plan

The management should embark on implementation of the approved CRAMP. The responsible
departments to submit regular reports to the Corruption Prevention Committee on the progress
made in the implementation of the measures (strategies) in the CRAMP.

8.0 MONITORING, EVALUATION AND REPORTING

Monitoring and evaluation plays a crucial role in assessing the effectiveness of Corruption Risk
Assessment and Management. It identifies gaps and weaknesses, and develops evidence-based
strategies to prevent and deter corrupt practices.

The Entity

1) The Entity shall establish a Monitoring, Evaluation, Reporting and Review mechanism
to track and assess the effectiveness of corruption prevention strategies, identify gaps
and undertake appropriate adjustments as required. This will entail development and
implementation of monitoring and evaluation framework that is aligned to the institu-
tion’s CRAMP.

2) The Entity shall use the logic framework tool for designing, implementing and evaluat-
ing CRAMP outlining the inputs, activities, outputs, outcomes, key performance indica-

tors, resource requirement, key actors and reporting mechanism (see appendix iv).

3) MA&E reports should be presented to the Board / management to provide independent
assurance on the effectiveness of the corruption risk management process.
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Monitoring by the Commission

1) EACC shall undertake periodic monitoring of the implementation CRAMP through the
review of the periodic progress reports submitted using the template indicated in
appendix v

2) EACC may conduct spot checks to assess the progress made on the implementation of
the CRAMP by an Entity. Where it is established during the assessment that the entity
has not put in place procedures for prevention of bribery and corruption, the Commis-
sion shall take appropriate action in line with its mandate to remedy the situation. This
may involve providing technical support or recommending alternative action by the
regulator, appointing authority or the enforcement unit of the Commission.

3) EACC may also undertake a systems examination to provide quality assurance on an
institution’s risk management programme.
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Corruption Risk Management Process (illustrated)

Bi§k : Assessment and
Identification Evaluation

Mitigation
Planning Strategies and
Activities

Monitoring, Evaluation & Review
Communication and Consultation
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Appendix ii. Examples of control mechanisms in an entity

Factors that comprise an organization’s internal control environment

1. Personal and professional integrity of personnel, including support for internal controls
2. Commitment to competence

3. Management’s philosophy and style (tone at the top)

4. Organizational structure

5. Organizational culture.

6. Human resource policies and procedures

Assessing how external factors affect an organization’s corruption mitigation plan

e What are the laws governing the organization’s operations and what powers do they grant to the
organization?

e Which government bodies oversee the organization? The parliament, County Assembly, Office of the
Auditor General, the courts?

e How do these bodies react to reports of corruption?

e Who investigates corruption allegations? An internal inspector, the police or an anti corruption body?

e Who are the organization’s stakeholders?

e Are the stakeholder’s interests aligned with those of the organization?

e Which civil society groups monitor its behaviour?

e How much media coverage does the organization receive?

e To what extent are formal rules and institutions adhered to?

e Do informal institutions influence the organization’s operations or the behaviour of
its stakeholders?
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NOTES
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